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MS-ISAC Members include:
« All 56 US States and Territories
« All 79 federally recognized fusion centers

* More than 2,800 local governments and tribal
nations

«  More than 200 in Texas

State, Local, Tribal, and Territorial
Cities, counties, towns, airports, public education, police
departments, ports, transit associations, and more

TLP: WHITE



@ About MS-ISAC Membership

Free and Voluntary
No Mandated Information Sharing
One Form to Complete

To join or get more information:

TLP: WHITE
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24 x 7 Security Operations Center

Central location to report any cybersecurity incident

IspcC

«  Support:
Network Monitoring Services
Research and Analysis

* Analysis and Monitoring:
Threats
Vulnerabilities
Attacks

* Reporting:
Cyber Alerts & Advisories To report an incident or request

Web Defacements assistance:
Account Compromises Phone: 1-866-787-4722

Hacktivist Notifications .
Email: soc@msisac.org

TLP: WHITE 5
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Create an Incident Response
Playbook

Best Practice




Incident Response Planning

Business Impact Analysis (BIA) Guide MS'ISAC
- _— . ] Published , 2017 Multi-State Information
Sharing & Analysis Center

MS-ISAC Cyber Incident Response Guide
Recommended Resources

locidect Seagonse

*  Defining Incidert Management Processes: A Work in Progress

(oo Cort OB/ Ahee/ DSRS0 1% 20

®  CERTCC, Avosting the Tralh-Dy:Fee ADDroach 10 Security Inc
Sents (D0, L momi e ot S DS NE-40 20K CeAann

seCurly meatteny/ L F I/ ma/ seOutity moatlers, b))

®  NIST SP-800-86 "Guide t0 Integrating Forensic Techniques o
Incidert Response”

Navonal Information Assurance (LA) Approach 1o Incident Manage-
ment (IM) (2212 o cous sov /Asssty) ol ICNSS 4802 naf)

Step one of the BIA process: determine function and system criticality
Working with input from users, managers, mission/business process owners, and other internal or external
points of contact (POC), identify the specific mission/business processes that depend on or support the

information system
Mission/Business Process

Provide emergency response

Description

Essentiol Function to provide emergency services, police, fire,
EMS to the community.

BT Business Impact Analysis Voces o chgi s g ek CRctonk o
e NIST SP8004 v

rocess .'

et e Planning

To-Go Kit Contents MS-ISAC
o MCI ey a/k/a Multi-State Information
To-Go Kit / Take-away Kit / Tool Kit / Bug-out Bag Sharing & Analysis Center
¢ Directions to alternate site
* Instructions - specific to alternate site, etc.
i T MS-ISAC” site = Security, key(s), Facility personnel, contact info for POC
Published Fall, 2017 Multi-State Information has an active land line(s)

Sharing & Analysis Center®

1D
, adapters

What is a Hot Wash? ulty/Disaster Recovery/COOP Plan (hardcopy if reasonable Is size, on a CO/USB

A “Hot Wash" is a post-action review completed ideally within 24 hours of an incident or
exercise (or as soon as practical) to klentfy strengths and weaknesses of the response
effort, to verify that response and recovery goais are met, 1o evaluate training and staff

TLP: WHITE




Computer Emergency Response Team

Incident Response (includes on-site assistance)
Network & Web Application Vulnerability Assessments
Malware Analysis

Computer & Network Forensics

Log Analysis

Statistical Data Analysis

To report an incident or request
assistance:

Phone: 1-866-787-4722
Email: soc@mesisac.org

TLP: WHITE



@“ After Action Review

Who, What, Why, Where and How it Happened
The Good, The Bad, and The Ugly

Incident Response Plan

Training

Documentation

TLP: WHITE
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Back Up Your Data

Best Practice
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National Webcasts

IspcC

A collaborative effort between DHS and MS-ISAC
to provide timely and relevant cybersecurity education and
iInformation

The Working Cloud: Tackling the Security Risks (June 22, 2017)
The Expanding Attack Surface (April 2017)
Cybersecurity While Traveling (February 2017)

Cybersecurity Year in Review and 2017 Preview (December
2016)

National Cybersecurity Awareness Month — Be a Part of
Something Big (October 2016)

State and Local Roundtable — Effective Cyber Disruption
Strategies (August 2016)

https://msisac.cisecu rity.org/webcast/

TLP: WHITE 11
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Cyber Exercises

TLP: WHITE
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Update Your Software and

Systems
Best Practice
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@ Monitoring of IP Range & Domain Space

IP_ Monitoring Domain Monitoring
 IPs connecting to malicious * Notifications on
C&Cs compromised user

credentials, open source

+ Compromised IPs and third party information

* Indicators of compromise . VUl bility M t
from the MS-ISAC network Pu nerd ”V)I/\/IPanagemen
monitoring (Albert) rogram (VMP)

* Notifications from

Spamhaus
Send domains, IP ranges,

and contact info to:

soc@msisac.org

TLP: WHITE 15



Vulnerability Management Program

Web Profiler
What Data Are We Collecting?

« Server type and version (lIS, Apache, etc.)

» Web programming language and version
(PHP, ASP, etc.)

« Content Management System and version
(WordPress, Joomla, Drupal, etc.)

Email notifications are sent with 2 attachments containing information
on out-of-date and up-to-date systems:

| « Out-of-Date systems should be patched/updated and could
potentially have a vulnerability associated with it
Up-to-Date systems have the most current patches

TLP: WHITE

16



Time-to-Patch

% of Patched Word Press Instances Following A
New Version

o 81.63% 81.69% 81.98%
78.65% 80.72%

82.02%

Week 1 Week 2 Week 3 Week 4 Week 5 Week 6

H2015 ®m2016

TLP: WHITE
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Train Your End Users
Best Practice

https://www.youtube.com/watch?v=o0pRMrEfAlil



https://www.youtube.com/watch?v=opRMrEfAIiI
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IspcC

Monthly Newsletter

Distributed in template form to allow for
re-branding and redistribution by your agency

&3
March, 2017
Volume 12, Issue 3

Common IT Wisdom That Keeps You Secure

@ MS"SAC Insert your a,qency’::’a,i:m and contact info

Multi-State Information
Sharing & Analysis Center

From the Desk of Thomas F. Duffy, Chair, MS-ISAC

Day in and day out, employees hear the same things from their IT staff about
cybersecurity and safety. Though they may sound like a broken record, there are very important
reasons and rationale behind these practices and advice. Keeping safe and secure while
connected isn't just about how your system is set up - it is also very much about how you end
up using it. Below, we discuss some common IT staff wisdom and provide some background
information and the rationale as to why it definitely merits your attention.

Make sure you lock your screen when you are away from your desk.

Screen locking policies exist for a reason. Even if you are leaving for just a few minutes ata
time, be sure to lock your screen. Though physical intruders are rare during daytime and in
conventionally secured offices, intrusions do occasionally happen. Screen locks also thwart
opportunistic insider attacks from other employees that may seek to obtain information or
access information beyond what they should normally have. If you don't adhqre to a screen

TLP: WHITE




@ Cybersecurity Awareness Toolkit

Ispc

TLP: WHITE 20



EI-ISAC Awareness Products

<L Elections
< Infrastructure
ISAC

X Infrastructure Products that put

Sy Kat elections security
Denial of Service (DoS) Attacks tOp]CS |nt0 context

Mhac s A deral o senvce atack (D0S) s a cyber atack hat ongmates o 2 seir source nd seeis 0 - fOI hoth technical

webserver's iemet conNechon of s atdiy 10 1esSpond 10 USer reguests. If the aRacker can send more reguests han .
permtied by the system, the webserver of Internel conmechon will be oo 10 respond 10 addnonal reguests,
m::'d:ﬂdm‘bkgut:emuﬁumdmnmhm&m.Tomeau and exeCUtlve Staff
effechveness, atackers may use mutiphe source compulers n a csinbuted denial of senice (DDOS) antack. Of note,

pamcpaang in a DDoS attack may be infected with mahware that conducts the attack, which means they

companens
are also wetimes of malicous actvity

Why does it matter: Attacks ke this could be the result of a polcally motivated actor targeting e elechons

rirastructure DoS attacks can abso be acodental ¢
e A well.imed DoS altack near 8 candidate f
ACesuNg online services andior websites, resulty

TLP: WHITE
MSISAC Elections Piict Waeekly News Alert

TO: All MS-ISAC Elections Community Members

DATE: January 17, 2018

SUBJECT: Blections Mict Weekly News Alert V11/18

The MS-ISAC Elctons ot Wokly News Al iz & scumamary of Open-300r0e 1porivig on schion Securty snd fopics el muay e of [ ez The
Waokly News Art i infanckd 10 (rovide SOUR0006 waronass of CyDar sk ndScape and CytarSoc oty Dast (ractioes 50 oNC DN ORNCANS Mrouph Opa SOUFCD S0ws

reporting and anaysis Dy the MSISAC and other axports. Y you woukd A 40 sutw secunty roladed sionos that may be of infores! 10 he ofections communty, Hoase
cordec! oy xpew [Rosncirdy ong

Senate B Seeks Consaquences for Future Election Interference - The Ml (11018, 112/18)
On Jaruary 16, 2017, Senators Marco Rubeso and Crns Van Hollon indroduced the “Defendng Elections Som Theoats by Establishing Rodines (DETER) Act” which lays out
Wil SP0CHE Actvie 10 Satvin! U S olochions would s s & Sederal resgorse. The Mgmiation woul! 1oguare the Adesiseslration 10 prowids 10 Congeiss, withm 90 cuys of
oracimert. plars 50 counter potertiad olechon mtoriorence from speciiic courtines idortibod as o threat, and a notfication 10 Congross of any Toresgn clection intadforence

Wiha 0ne Month aftor every fodoral electon. The bill siso spofls out speafic penaios for future Intorferenco by Russia, such as a requiromeont 10 blackiist pobticed Niguros
A0 HYOOS0 SANCHONS 0n Russin's (nancs, energy, and delense secions

MSISAC Analyst Note The DETER Act acknowsocos that naton stefo S00rs S 0 persisiont thread mMer will contnue 10 targed & range of U S wtorests and adds 1o e
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FedVTE

IspcC

Free Online Training Environment

CompTIA A+, Network+,
Security+

CISSP Certification Prep
Operating System Security

www.fedvte.usalearning.gov

Request Account

Request an sccess emad here

TLP: WHITE 22


http://www.fedvte.usalearning.gov/
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Be Wary of Phishing

Best Practice




@” Malicious Code Analysis Platform

A web based service that enables members to
submit and analyze suspicious files in a controlled
and non-public fashion

* Executables

« DLLs
Documents

« Quarantine files
* Archives

To gain an account contact:

soc@msisac.org

TLP: WHITE
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MCAP Malware Sources By Month

m Application Exploitation
Possible APT Activity
Un-Authorized
Download/Install

m Other/Unknown

® Drive-by-Download

® Phishing E-mail

25
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Ukraine’s Critical Infrastructure - 2015

IspcC

» Borysplil International
Airport — Kiev, Ukraine

 Power Grid Shut Down

7 [’i ) Spearphish
\ ¥
e —

« 80,000 customers lost o

power for 6 hours

=S\ Credential

—

b0 | Theft

) Ukraine Event
Control & § . \ Significant Events based on

Operate § a - publicly available reporting
* Attributed to Russia o \VPN

- BlackEnergy Malware

) Access

\\\—_/
Workstation
Remote

TLP: WHITE 26



) MS-ISAC Cyber Alerts

IspcC

MS-ISAC Adviscey
Sent: Thursday, June 16, 2016 st 2267 PM
Yo: Themas Dufty

TO: All MS-ISAC Members, Fusion Centers, and NC partners

DATE ISSUED: June 16, 2016

SUBIECT: Malicious Email Campalgn Targeting Attorneys Spoofs Emalls From Statewide Legal Organizations - TLP: WHITE

In June 2016 MS-ISAC Became sware of 8 malicious email campaign targeting attorneys, which spocts emails from statewide legal organizatices, such as the
Bar Association and the Board of Bar Examiners. The subject and body of the emalls include claims that "a complaint was filed against your law practice” or
that “records indicate your membership dues are past due” Reciplents are asked to respond to the dlaims by dicking a link which leads to a malicious
downioad, potentially ransommware.

The emalls are well written and appear to originate from the appropriate authority, such as an Assodation official, likely increasing their effectiveness.
Reporting from various states indicates a likelihood that this campaign is personalized to individuals practicing in a particular state and may be progressing
N 3 state-Dy-state basis. The following states have been referenced in public reporting on this campaign: Alabama, Calfornia, Florida, Georgia, and Nevada,
This targeting may include attorneys working for state, local, tribal, and territorial (SLTT) governments.

Recommendations:
MS-ISAC recommends the following actions:

o Share this information with potentially impacted organizations your area of responsibility, Induding Departments of Law/lustice, related law
enforcement agencies, and agency-specific offices of counsel,

¢ Train government legal peofessionals i identifying spear phishing emails which may include speofed email addresses, unusual requasts, and
guestionable and/or masked links. This particular series of emals Includes what appears to be a link to the state bar association, but when the user
hovers over the Bnk it shows that the link is really to a different website. Copying and pasting the link, instead of clicking on it, would defeat this
social engineering attempt.

o Perform regular backups of all systems to limit the impact of data loss from ransomware infections. Backups should be stored offline.

TLP: WHITE
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Phishing Engagements

Case Study: MS-ISAC Member

First Engagement Third Engagement

m Pass u Fail

Failure Rate is Equal to Percentage of Users Who Clicked the Provided Link

TLP: WHITE
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Involve Executives in
Cybersecurity

Best Practice




IspcC

T\-Sr
Sk I

«

MS-ISAC Annual Meeting

2017-2018 Annual Meeting
New Orleans, Louisiana
April 9-11, 2018

TLP: WHITE
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@ MS-ISAC Mentoring Workgroup

Open call for members every November

-
. &
# @

TLP: WHITE
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Employ a risk-based approach

to security
Best Practice




@ Classic Risk Equation

Risk = f {Vulnerability, Threat, Consequence }
controls

TLP: WHITE
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IspcC

Weekly Malware IPs and Domains

Automated Threat Indicator Sharing via Anomali

Fiam AL SOC

T ME-ISAL SOC

s

Subgect Mesiage hom the NS SAC Madware 93 and Damairi ocermed Dy WIS ISAC 11 /700M0

AMetage 10 ot Wierest 112910 11 29 0 (55 1)

Atached 10 ths emad 15 2 kst of P addresses and domans 35500160 wih
Recipients may caly shave TLP: GRELN information with peers and parmer cepanizations within thelr secior o8 To
Thes st 15 prodeced Som data collected by the NSASAC Cumendly thes data 5 Seng colected 200083 3 number of States and Local -
The spreadsheet contans four tabs weh the follomeg nformason

1. Malware IP Data

1P Addeess ~ Tivs &5 ather the 1P acdeess that is 2tackng a system o the IP addeess madware on 3o nfected system is comn

Counts ~ Mus 15 the number of aleds gecerated for maloows tratlic 8o or om the P address

Country, Reglon, City ~ Locaton of the potestally mabcious P adaress

To gain an Anomali account contact:

Indicator.sharing@msisac.org

TLP: WHITE



Vulnerability Management Program

Port Profiler

12 common ports — services
identified by reading banner
information

 Services: FTP, SSH,
HTTP(S), SMB, RDP, VNC,
SQL, and MongoDB

Quarterly notifications

Contact
vmp.di@cisecurity.org to:
» Opt out of this service

Source IP address:
52.14.79.150

MS-ISAC”

Multi-State Information
Sharing & Analysis Center*®

The information below was obtained from the MS-ISAC Port Profiling Tool. If a host returned a banner on the
port profilad, the IP address and its corresponding reverse DNS record, port and expected service, and
banner obtained are displayed below for each IP address. If a port was connectable (open), but a banner was
not returned. "Not Found™ will be displayed indicating we were unable to profile the port. Lines displayed in
red may warmant closer examination to verify the service or host should be publically accessible

Add MHosm aeme P L5 lag v Bamer
v
st 111 et [ Serwe | he Tomeat7.0.83
[P e HTTP l: A Sec o
' " = N3oWs Secver
aa con F [ Py | FTP pert sorvce e S0 I A
T = COM Matare s
FTP [ oo | AXS Hotas add
FT =3 e MeC “S e
e  etwting | = Pro o 485 (X

MS-ISAC

Multi-State Information
Sharing & Analysis Center
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@) HSIN Community of Interest

Access to:
. MS-ISAC Cyber Alert Map - RiLieseroicbeabiariboud .3
- Archived webcasts & products (= . = = & %
 Cyber table top exercises i : "'“ :”- «;"-2:(9
- Guides and templates - R e
- Message boards = e 3

® ®

HOMELAND SECURITY
INFORMATION NETWORK

The Trusted DHS Information Sharing Environment

TLP: WHITE
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MS-ISAC Intel Papers

UNCLASSIFIED//FOR OFFICIAL USE ONLY * Traffic Light Protoce

Multi State Information Sharing and Analysis Center
Cyber Monthly Update

Information current as of May 31,

Y
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Multi-State Information Sharing and Analysis Center

sSK REFERENCE

MFIEDOFOR OFFICIAL USE ONLY - TLP

d Cyber Threat Actor Review
Information from October 1 to December 31, 2015

(U) TLP: AMELR This desk reference provides a review of the most active, identified' Cyber
Threat Actors™ (CTA) and madicious cyber campaigns and operations froen October 1 through
e ) ) : s document is provided to riher the reades

TLP: WHITE 37
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Cyber Resilience Review (CRR)

IspcC

* Self-Assessment or In-

Person Interview

No Cost

Based on the Cyber
Resilience Evaluation
Method and the CERT-RMM

CYBER RESILIENCE /Re%%)

REVIEW |\1@h
R — = 2 #f 5%

www.dhs.gov/cyber

38


http://www.dhs.gov/cyber

SecureSuite

* Workbench
— Platform for creating and maintaining resources
— https://workbench.cisecurity.org

» CIS-CAT Pro
— Configuration and Vulnerability Assessment Tool

— Assessor and Dashboard can be downloaded from
Workbench

CIS-CAT Pro Environment

CIS _ | CIS-CAT Pro . CIS-CAT Pro

WorkBench - Assessor Dashboard

Annotate with Annotations persist  Assess endpoints Interact with results

CIS Controls in XML content as usual and view according
to CIS Controls

TLP: WHITE 39


https://workbench.cisecurity.org/

@ Cybersecurity Best Practices

» Create an Incident Response Playbook
» Back up your Data

» Update Your Software and Systems

* Train your End Users

* Be Wary of Phishing

 Involve Executives

» Take a Risk-Based Approach

TLP: WHITE



Questions?

41



~ Internet Security® Multi-State Information
Sharing & Analysis Center

<€I\ Center for @ MS-ISAC

MS-ISAC 24x7 Security Operations Center
1-866-787-4722

SOC@cisecurity.org

Kateri Gill

Senior Program Specialist
518-880-0779
Kateri.Gill@cisecurity.org
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